JBoss Dashbuilder
- Quick Start Guide

by The JBoss Drools team [http://www.jboss.org/drools/team.html]


http://www.jboss.org/drools/team.html
http://www.jboss.org/drools/team.html




VLY o= AT B =T a1 o 10 L1 (o =T 1

2. HOW to inStall @nd FUN it ..o e e e e e eaens 3
3. Creating your first dashboard ..o 5
3.1. Creating a data ProVIAET .......cccuuiiiiii e e e e e e 5
3.1.1. Retrieving data from a CSV file ... 6

3.1.2. Reading data from an SQL QUETY ......ccccuuiiiiniiiiiiciie e e e e e e 8

3.2, Creating @ KPI ..o 10

3.3. Building @ dashboard .............c.oiiiiiiiiii 15
3.3.1. DUPIICALING @ PAGE ..evvuieiiiiieeeii ettt e 17

3.3.2. Configuring filter and drill-doOwn ...........cooiiiiiiii 18

4. MANAGING SECUTITY ..uiiiiiii ettt ettt ettt et e et e e e et e e e et e e e enanaes 23
4.1, WOrkSPacCe PEIMISSIONS ....uuiiiiuiiiiiieiiiie e e e e e e e e e e et e e e e et e e et e e et e eateeaaneaenns 23

4.2, SECHON PEIMISSIONS ...eiitieeiiii ettt ettt ettt e et et e e et e et e e e aba e eennens 24

o T == L 1= I o114 4 157 (o] o N 25

4.4, ROIE NOME PAGE ..oiinieiiiiii ettt ettt e e et 25

5. CUStomMIzING 100K N'TEEI ...ciie i e 27







Chapter 1.

Chapter 1. What is Dashbuilder?

Dashbuilder is a full featured web application which allows non-technical users to visually
create business dashboards. Dashboard data can be extracted from heterogeneous sources of
information such as JDBC databases or regular text files.

Some ready-to-use sample dashboards are provided for demo and learning purposes.

1. Key features:
* Visual configuration of dashboards (Drag'n'drop).
« Graphical representation of KPIs (Key Performance Indicators).
« Configuration of interactive report tables.
» Data export to Excel and CSV format.
* Filtering and search, both in-memory or SQL based.
» Data extraction from external systems, through different protocols.
» Granular access control for different user profiles.
» Look'n'feel customization tools.
» Pluggable chart library architecture.
e Chart libraries provided: NVD3 & OFC2.

2. Target users:
» Managers / Business owners. Consumer of dashboards and reports.
« IT / System architects. Connectivity and data extraction.
» Analysts. Dashboard composition & configuration.

3. Distribution:
« Independent application to deploy in WAR format.

You can get detailed information about how to build the different binary distributions here:
https://github.com/droolsjbpm/dashboard-builder/tree/master/builder







Chapter 2.

Chapter 2. How to install and run it

If you want to build the project and execute a quick demo, please, proceed as indicated:

1. Prerequisites:

This guide assumes you have Java JDK 1.6 (set as JAVA_HOME), a GIT client and Maven
3.0.5+ (set as MAVEN_HOME) in your system. The java and mvn commands must be added
to the executable path as well.

2. Download the project from the GitHub server:

git clone https://github.com drool sj bpnml dashboar d-bui | der. git

3. Open a terminal window, go to the scripts directory and type the following command:

./ bui | dandrun. sh h2

This command compiles, builds and runs the application. This procedure will take a few minutes
(but only for the first time) because of the maven build process needs to download a lot of third-
party libraries.

4. Once the application is started, open a browser and type the following URL:

http://1 ocal host: 8080/ dashbui | der

The login screen will appear. Login as user root and password root. You'll gain access to
the default workspace, called Showcase, which contains several sample dashboards as well
as some administrative tools.
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Legin into the application:

usum;.lrr':';

Sign In

The following users are available by default:
 root/root: to sign-in as the superuser. It's granted with administrative permissions.

« demo/demo: to sign-in as an end user. It has only read only permissions.

You'll need to sing-in as superuser in order to be able to create and modify dashboards.
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Chapter 3. Creating your first
dashboard

The purpose of this chapter is NOT to provide a full detailed explanation of the tooling, but to
guide you through the key steps to get your first dashboards created. The following section will
provide basic information about how to configure the system to retrieve information from existing
databases or files, create new indicators and manage different dashboards.

For this guide, it's assumed the simple installation has been done, with the standard set of
examples and user and role configuration. It's important to notice this configuration MUST NOT
be used in production, since it provides default security credentials.

@ Note

Please, read the previous chapters to figure out how to get the application up and
running

The procedure to create a brand new dashboard is pretty simple as we will see in the following
sections. That procedure is composed of 3 main stages:

1. Get the data we want to manipulate.
2. Create key performance indicators on top of such data.

3. Create a new dashboard and drag&drop the new KPIs on it.

3.1. Creating a data provider

The first thing to do, after you have accessed the web application, is to create a data provider.
On the left menu, go to 'Administration > Data providers' and once there, select the option 'Create
new data provider'.

The purpose of data providers is to gather information from any system, either a database, a file
or any other, and transform it to the internal in-memory representation for building dashboards.
As you may guess there exists different data sources and therefore different ways to retrieve as
we're going to see next.
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Englizh E3pafis

Logged as demeo Logaut

Data Providers

tration > Data providess

= Create new data provider |
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Data providers Actions Data provider name
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3.1.1. Retrieving data from a CSV file

Click on 'Create new data provider'. The following fields will be shown in the form, with some
sensible defaults:

» Type: in this case - choose the CSV File
« Name: Write the name you want to give to our data provider (this field is multi-language).
» CSV file URL: Here write the URL where oyur CSV file is located.

As an example you can grab the CSV file used by the Sales Dashboard, just copy & paste the
following URL:

https://raw. github. coni drool sj bpnf dashboar d- bui | der/ nast er/ nodul es/
dashboar d- sanpl es/ src/ mai n/ webapp/ VEEB- | NF/ et ¢/ appdat a/i ni ti al Dat a/
expenseReports. csv

» Data separator: Left as is.

e Quoting symbol: Left as is.

« Date format: Where we can define different date formats or even hour.
* Number format: Where we can define the number format.

Once you have filled all the fields, click on 'Try', to check that everything works properly. The
application will give you a message 'Correct data set ... and we continue by pressing 'Save'.
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Logged as dema

Home Data Providers

drrenistration > Data providers
Sample dashboard

Creation of new data provider
Administration
Data providers Type: L5V File |
Name: demoProvider Ergiah 1]

C5v file UR pdatafingialData/salesDashboard sy

Data separator

Quating symbal:

Escaping symbol \

MM-dd- M mem:
Drato format dd-ry ¥y HH:mm:iss

Humbaer format 508854
Corract data sat
Elapsad md to lead: 24 ms
Humber of entrias: 1800
Try

Sava Canoal

Next, a screen is shown with all the fields found after parsing the file, giving us the option to change
the name of each field. For numeric fields it gives us the option to specify if we want numeric values
to be treated as labels by the dashboard engine. This is something really useful when dealing with
numbers which actually behave as labels, f.i: the numeric reference code of a product item.

®
L . by Red Hat Logged as dema Logout

Fome Data Providers
Adrran ‘ahan > Data providers
Edliting data provider demoP rovider properties

Sample dashboards

Admirdstration

Data providers Properties Type

Extomal conngciins Mot Numenc'j amount Englsh =]

impart and axport eristron date Data creation date English =]
cloganyg date Date dasng date English |
pipaling Labal papahna English |
status Labal status English |
Customiar Label SO English LI
couniry Labal COUnRTY English ~|
product Labal product Englsh =|
salas parson Laksl sales parson English =]
proh bty Numernic =] probabdty English =|
FOUrCE Labal SoUrcH English =]
axpadted amount Numeric =] expacted amount English =]
color Labal colar English ':l

T T

After this last step, you can save and finish the creation of your new data provider.
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English Espafio
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Data Providers
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3.1.2. Reading data from an SQL query

You can create a data provider to query a relational database. Go to Administration > Data
providersand click on 'Create new data provider'. Choose the 'SQL Query' option and fill the form
with the data provider name and the SQL query that will retrieve the data.

Legged as demo

Horne Data Providers

Adminsstrabon » Data providers

Creaton of new data provider

Data providers Type: [SQLGQuery =]

External connactions Hame: English +]

Datasource: | lacal =|

Quary:

In this form you have the ability to select the data source where the data comes from. By default
the local data source is selected but you can define new connections to external data sources. To
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do this you should go to the 'Administration > External connections' section and from there you

can create a new data source connection.

Showcase 0 % O Page: External connectior % m

English Espafiol Deutsch Frangais Portugués

[ ]
°® %
e JBoss
o
@ @ by Red Hat

External Connections

Administration > External connection

Home

]
¥

Sample dashboards

= Create new DataSource

O R N S ™

ate
System 1
jdbc:postgresqgl:/focalhost:5432/dashb !

Administration

Data providers
Local

External connections
1\ m postgres Custom DataSource

Import and export

Let's get back to the creation of our SQL data provider. Once the data source has been selected
and the query is typed in, you can click on the 'Try' button, and if the query is successful you will
get the following message.

Datasource:  local =]

Query:
selact * from DASHB_INSTALLED_MODULE

Correct data set
Elapsad time to execute query: 2 ms

Numbear of antrias: 4

After that, you can rename the name of the properties to provide a more user friendly name.
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English E

Logged as demo

Home Data Providers

Ecliting clata provider demoP roviderSQL properties

Properties Namée

naima Label nama English =|
od wxport VErsin Numeric =] WEHSIon English =]
status Label status English =]

e |

Finally, just click the 'Save' button to confirm the creation of the data provider:

"l

e
@ @ by Red Hat Logged as demo Logout

Home Data Providers

Administratben > Data providers

Sampr 14 i A
Adménis traticn -
Data providers ctions Data provider name
External connections B 8§ M espense reports damo C5V Fila
d anport E 'ﬁ m Salés dashboard dams Cov Eile
B 8 0 demoProvider £V File
[ e mcFrovider SOy SQL Query
£ 8 0 ieeM count Procasses SQL Quary
B § M jePM Process Summary SOL Quary
# 8 O jseMTask Summary SQL Quary

3.2. Creating a KPI

Once the necessary data providers have been created, you can continue by adding a new Key
Performance Indicator to an existing page. All dashboards are created by adding indicators and
other types of panels to pages. A dashboard is a page with a mixture of different kind of panels
placed into it. The following screenshot shows an example of a Sales Dashboard:

10
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L English Espari

o JBOSS

L
@ @ oy RredHat

Logged as demo

Home Pipeline Analysis

Sample dashboards > Sales opportunities > Pepeline analysis
Sample dashboards

Sales opportunitics Expected pipeline Pipeline status
- Pipeline analysis Jul 2011 : 55270895.043
- Sales report WExpected pipeling WEARLY STANDEY

@ ADVANCED

Expansa rapors

Administration

ADVANC
Agreunt:
to

Craation dats:
- Saloct Creation date - =]

Claging data:

- Select Closing date - = N * nd o
0 o 5 < o

Pipeline: & ¥ o ¥ 5 STANDBY

- Select Pipeline - = Clesing date
Sratus:

- Select Status - =

=l [ By status By sales parson | By preduct Y By country " Amount by probability (%))

Customar:

. Select Customer .- _.! VERBAL COMMITMENT @ 2704337.45
Country: ®win VERBAL COMMITMENT @ STANDBY SHORT LISTED

- Saluct Country - =l

@ QUALIFIED BILOET @0DEMD O CONTACTED

[, P

Pages can be created from scratch, or duplicating an existing one. Both options are explained
in the following sections. Meanwhile we will assume the page already exists and we only want
to add an indicator.

o JBoSS

9 e
@ @ by red Hat Logged as adm

Heme Pipeline Analysis
- in Samgle dathbosrds > Sales spportunctied > Pipelae Analy s (Sogy)
Sample dashboards

Sales opportunities

Pipalne analysis

< Pipeline analysis (copy)

Expansa raports

T

Creation date
- Select Creation date - «|
Closng date:
= Select Cloging date - j

Fipalina:

- Select Papebne - =
Sratus:

- Seluct Status - =
Customar:

- Salect Customer - =l

Indicators are a special type of panels, which are the widgets that can be placed within the page.
To add a panel or indicator just click on the toolbar icon 'Add panel to the current page":

11
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#

This will make a popup be shown with all the available panels:

Add panel to the current page ...

-
u Dashboard - Components

Hﬂ Data provider managar 9 Create panel
if.:-:i-' Filtaer & Dnll-down J Key Perfoermance Indicator
m HTHML Editor , Key Performance Indicator

“-Ln:' Key Performance Indicator
[ Expenses demo

[ Process
[0 Sales demo

= :
= | Navigation +

-—
Ei System

To add a new 'Key Performance Indicator’, click onDashboard > Key Perfomance Indicator. Drag
the 'Create panel' option and drop it into any of the page regions. You will see that they are being
highlighted while you move the mouse over them, then simply drop the panel.

12
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_ =
f.y Dashboard = Components inst.

Add panel to the current page ...

i s L] .
& .7 Data provider manager Create panel L L T T T
- Create panel

St Filtar £ Drill-down
B Hrm editor

Key Performance Indicator

[ Expenses demo

[0 Process
[ sales demo
=
HNavigation +
=
[ System +

There are no panels in this region.

coLZ_1 coLZ2_2

There are no panels in this region. There are no panals in this region.

Once dropped, the first step is to select the Data Provider you need to use, as configured before,
to feed the charts and reports with data. Select any of the data providers and then you can start
creating a new indicator.

1! Selection of the data provider

Choose the instance: |- Choose provider - =]

Now, you must see the chart edition panel. It's an intuitive environment which helps you configure
different type of charts and reports...

» Domain (X Axis): The data column that is taken as the X axis. In this example, we choose the
property '‘Country".

* Range (Y Axis): Information to be grouped and aggregated for every domain interval. For
example: '"Amount'.

» Renderer: The rendering library to use. Each one provides different features and visualization
style. By default 'NVD3'.

13
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» Sortintervals by: It's how the domain values can be sorted, for example, according to its range
value.

» Sort order: It can be ascending or descending.

Table 3.1.
n
| demoProvider =
= Kaw indicator - English =]
i [ Baig): country =] 2 )
38 (Y Actis] e __! #» Saudl Arabla: 918,339.5%
darar: KO3 _'!
a Eitla: 1,000,402.5,
th Lital B0%,000.0)
hi: F0D
1 graphas Bo: Canter =l £ 600,000.0}
-3
FTL . L E100,000.0]
£ Fnangen: 30
mangin 2 200,000.0
M marge: 10:0 0.0 r r
-3
intarvals by: Wahei =| q@ﬁﬁ{a‘kﬁ §t" -a,ﬁ:pg;’ ,‘(f G*::‘f;@‘&*‘bﬂ#w
o )
ordir: ascendant =] n?“'#\ e & J‘:_E*
w labals (X Aas): F
il angle (X fos): 4% cauntry

To finish the panel edition just close the panel edition window. If you want to get back again, just
click on the right upper corner of the panel area and select the 'Edit content' menu option.

—
I

- Mew indicator -

# Edit content
Propartias...
Erase panel
Help...
Cancel

Keaxr

The system provides you with 3 types of chart displayers: bar, pie and line, and a special table
displayer very useful to create tabular reports. The system also comes with 2 rendering engines:
NVD3 (pure HTML5/SVG technology) and a Flash based one, Open Flash Chart 2. Each
renderer has its own available features, so depending on the type of chart and renderer choosen
you can end up with some display features enabled or disabled depending the case. For instance,
the 'Paint area' feature is not available for OFC2 line charts.

14



Building a dashboard

3.3. Building a dashboard

A dashboard is basically a page with some KPIs placed on it (plus some other additional widgets
as we will see later on). There are two different ways of creating a page:

Starting as a blank page:

Duplicating an existing page:

B

You will find these icons at the top of the page, in the administration bar:

Workspace ; ; - [ Page: © Sample dashbnarrﬂ A< mG #

To create a new page, click on the 'Create new page' icon:

A form will be shown to fill in some parameters:

Create new page

Title English ~| Page Demo

Parent page - Mong - =]
skin Use the workspace skin j
Envelope Use the workspace envelope j
Ragion layout Demo - Default template with sliding =|

» Page title.
» Parent page: Pages are organized in a hierarchical way. This is the parent page.

« Skin: This will select and specific look'n'feel and CSS stylesheet for this page. You can leave
the default value.

» Envelope: Defines which kind of HTML template will be placed around the page layout.

» Region layout: This is the template, that is, how regions are organized to place the panels inside
the page. We can choose any of the installed types, for example, "Demo - Default template
with sliding".

15
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Most of these properties will be discussed in the chapter about 'Customing look'n'feel'. After
creating the page, you might realize the page is still not accessible from the left menu but you can
see it in the combo list in the administration toolbar:

Workspace ©  Showcase A0 % &1 Page:  Page demo T % m +*

¢ JBoss

@ @ by Red Hat

D 2013 JBoss Inc. Licensed under the Apache License, Version 2.0

If you want this page to be shown in the left menu, you can click on 'Edit content' and then add
the newly created page to the list of options displayed in the menu.

Table 3.2.
&0~

Horme Lateral Menu (Tree menu Home
samp # Edit contant v Homa Sample dashboards

_ Properties... v g

san X Prop Sample dashboards Sales opportunities

Erase panel » Sales opportunities

E P@® Help.. By country Expense reports

Admin ) cancel ¥ pipalina analysis Administration

v Sales report

¥ pipeline analysis (copy F39€ Demo

v Expense reports
¥ administration
¥ Data providers
¥ External connections
~ Import and export

o 20: 0o

All

Repeat until the page has all the content and panels required. After dropping the panels into the
right regions and configuring them, you might be able to create dashboards that look like the

following one:

16
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RDXODD*

Tree menu Page Demo

Add panel to the current page ...

Ards.
-
u Dashboard

& F Data provider manager
Page Demo g Data manag

® Filter & Dnll-down

d Yill«
Creaton daty | B HTML Editor
Filit & BMEtosh [
- Select Closing date -

Navigation *

-
[ System

Pipalina
- Select Pipeline -
Status

» Salact Status -

English Espa

Logged as admin

Y SHORT LISTED

Country
- Select Country -

Product:
- Select Product -

-
g
e
N T
B
e

Opportunities by dosing date (USD)
24ies person

- Selact Sales person - «|

Opportunities by employee

Key Performance Indicator

As you can see, a dashboard is usually composed by one or more instances of the following panel

types:

» Dashboard > Key Performance Indicator
+ Dashboard > Filter & Drill-down

* Navigation > Tree menu

» Navigation > Language menu

« Navigation > Logout panel

3.3.1. Duplicating a page

As mentioned earlier, another way to create new pages is to copy an existing one. We can do that
via the 'Duplicate current page' icon which is a much faster way to create pages. After clicking on
the clone icon located at the toolbar, a page similar to the image below will be shown. From there
we can select those instances we want to duplicate and those we want to keep as is (to reuse).

17
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Duplicate page Sales opportunities
Choose the indvidual panels to duplj

Duplicate
G ) Ti :

2074 panel.group.navigation Language menu Language Menu -

2145 panel.group.navigation Logout panel Logout panel

Lateral Manu (Tree

2187 panel.group.navigation Tree menu menu)

Key Performance  Opportunitias by

2089 panal.group.dashboard Idicarey statys e e

3001 Dashboard Filter & Drill-down  Dashboard filter = .

Key Performance  Opportunitias by

2 -
3002 panel.group.dashboard e amployee

(®
(

Key Performance  Opportunities by

3008 panel.group.dashboard ;. 4o, country

Key Parformance  Opportunitias by
Indicator dosing date (USD)

Sales dashboard
(Bread crumb)

3042 panel.group.dashboard

[
\

3049 Navigation Bread crumb

Salas Opportunitias
(Tikla) et W2

3067 panal.group.dashboard HTML Editor

Once finished, press the 'Duplicate page' button and a brand new page will be created with the
same name as the original one but starting with the prefix 'Copy of'. Notice that if a panel instance
is reused then any changes made to it will be reflected on all the pages where such instance is
being used. this is a cool feature when we are defining for instance our navigation menus since
we can define a single'Tree menu'panel and then configure all the pages to display the same
menu instance.

3.3.2. Configuring filter and drill-down

The 'Filter & Drill-down' panel allows for the quick definition of dynamic forms that will allow us to
navigate troughout the data displayed by the dashboard. Once an instance of the 'Filter & Drill-
down' panel is dropped on the oage we just have to select the 'Edit content' option from the panel
menu. After that, a popup window similar to the following will be displayed:

18
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Panel Edition

~Edit data filter

LALIAILILL

| visible

RERRERE BERIEKIEI]

Show simpla view
Shaw lagend

Show refresh button
Show apply button
Show dear button
Show proparty namas

Autosubmit data on any field change

Auto-refrash anablad

Sales dashboard demo
Sales dashboard demo
Sales dashboard damo
Sales dashboard demo
Sales dashboard damo
Sales dashboard dama
Sales dashboard demo
Salas dashboard damo
Sales dashboard demo
Salas dashboard damo
Sales dashboard demo
Salas dashboard damo

Sales dashboard demo

Data provider

Property
Amount
Creation date
Clozsing date
Pipeline
Status
Customear
Country
Product
Sales person
Probabilty
Source
Expacted amount

Caolour

Drill-down
= Gelect -
- Select -
= Salpct -
- Select -
- Select -
- Gelact -
By country
= Gelect -
- Select -
= Salpct -
- Select -
- Select -

- Gelact -

L) g Eg g Eng g Eug o g g S g g

This is a filter configuration panel where we can set the filter behaviour. Let's focus first on the
middle bottom part of the screen: the Data provider's property table, which lists the properties of
ALL the data providers referred by the KPIs on the page. For example, if we are building a sales
dashboard and all its KPIs are built on top of the same data provider called 'Sales dasboard demo'
then the system lists all the data properties of the 'Sales dashboard demo ' provider. Hence, only
the properties we select as 'Visible' will be part of the filter form. Aditionally, we can enable the
drill-down feature for each property. If enabled then the system will redirect to the target page
when the property is selected on the filter form. Below is an screenshot of the filter panel of the
'Sales dashboard demo'.

19
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Current filter

[T Sales person Darryl Innes

Amount;
T

Creation date;

- Select Creation date - T
Closing date:

- 3elect Closing date - v
Pipeline:

- Select Pipeline - v
Status;

- Select Status - T
Customer;

- Select Customer - T
Country:

- Select Country - v
Product;

- Select Product - ¥
Probahbility:

T

Source:

- Select Source - v

Expected amount:
(1]

YO®

As you can see the form is composed by all the visible properties selected. For each property the
system reads its configuration by asking the underlying data provider. For label type properties
a drop-down list is displayed, containing as options all the disctinct values of the data provider's
column. When the user submits a change on the filter form then the following operations are
carried out by the dashboard visualization engine:

1. It reads the data sets for the target data providers. A data provider is in the target set if it
contains the selected filter property.

20



Configuring filter and drill-down

. It applies a filtering algorithm in memory on the target data.

. If drill-down is enabled for the selected property then the target page is set as current and the
steps #1 and #2 are repeated again.

. Finally, after filtering, all the sensible KPIs are updated in order to display the filtered data. By
sensible, we mean a KPI which is displaying data that is being filtered.

21
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Chapter 4.

Chapter 4. Managing security

When we talk about security we refer to the ability to define authorization policies in order to grant
or deny users access to a given resource. Therefore, we first have to define who are the target
users and what are the resources we want to protect. As resources we have the following:

« Workspace: A set of pages with a shared look and feel. It may contain one or more dashboards.

« Page: A combination of panels spread all over the screen and tidy up according to a given
layout. A dashboard is basically a page used for monitoring a set of indicators.

» Panel: A reusable and configurable graphical component ready to be embedded and used. f.i:
a KPI panel, a tree menu panel or an HTML panel.

As of users, the application doesn't own a user repository. Users are managed outside the
application. This means the login itself is delegated to the application server. After login, the
application server pass to the application both the id of the user and the roles he/she has. The full
list of available roles are defined into the application's WEB-INF/web.xml file.

Let's see next how to define custom authorization policies to grant/deny access to a workspaces,
pages or panels instances per role.

4.1. Workspace permissions

Below is a screenshot of the permission management screen for a given workspace:

@ Workspace

Ve

@ Permissions
B g Workspaces

C] ﬁ Showcase By default, no action is allowed to any user, unless a specific permission is assigned.
= D Pages
@ [ Panelinstances Permissions:

=) Permissions vEam
All page permissions Create Edit Change allowed
Actions Administrate Edit | Clear — )
All panel permissions pages permissions panels
E Paneltypes [0 @ Enduser v
-
Home pages Administrator o v v v v v v

-
= / Graphic resources

@ General permissions

e TR ET - ) ,
@ Ci/ System parameters Permissions assignation:

T

Access
Administrate
Select role Create pages
Administrator ¥ Edit
Reverse Clear

Edit permissions

4 4 - 4 - -« -

Change allowed panels

L 00 |

The list of allowed actions are:

23
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» Access: login into the application.

e Administrate: access to the toolbar and hence to the whole system configuration features.
* Create pages

« Edit: change the workspace properties.

 Clear: ability to delete the workspace.

« Edit permissions: ability to grant/deny permissions.

« Change allowed panels: restrict the type of panels that can be used in this workspace.

To assign a permission you must select the target role and the list of actions allowed over the
selected resource.

» Target roles (who): What user will be granted/denied with the permissions defined.

« Allowed actions: depending on the type of the resource we can enable/disable what the user
can do on this resource.

* Reverse (optional): very useful when we have a set of roles and we want to grant/deny a
permission to all the roles but one.

The above description is the common way to specify a permission regardless of its type. It applies
to the definition of permissions for workspaces, pages and panels.

As you can see in the previous figure, the system grants by default the full set of permissions to
the role 'admin'. That way it becomes very easy to create a user that can do everything as long
as the role admin is assigned.

4.2. Section permissions

Below is a screenshot of the permission management screen for a given page:
& Warbkenara
Back to Workspace

@ Page permissions

= Q Workspaces

2 Showcase By default, if no permission is assigned to any user or group, the global workspace pages policy is considered.
2 [ Pages
= D Home Permissions:
= E Panels W m
2o R e
= D Sample dashboards
= D Administration Mo permissions have been assigned yet

= D Page template
® [ Page demo

= D Copy of Home Permissions assignation:
® [ Panel instances )
_ Actions
El@ Permissions
E SEEITE Visualize L 4
& Home pages Select roke et
= / Graphic resources Administrator ¥ c
ear
@ General permissions Reverse
@ Ci/ System parameters Edit permissions
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Panel permissions

The list of allowed actions are:

» Visualize: make the page visible.

« Edit: change the page properties.

Clear: Ability to delete the page.

Edit permissions: ability to grant/deny permissions for this page.

4.3. Panel permissions

Below is a screenshot of the permission management screen for a given panel:

- ~

@ Panel permissions
= Q Workspaces

O Showcase By defautt, if no permission is assigned to any user or group, the global workspace panels policy is considered.
® [ Pages
= E Panel instances Permissions:

@l Dashboard

= Expenses demo
E . m e —
= E Sales demo

2 H Administration Mo permissions have been assigned yet
= E Panels
= E Administration (center_1)
@ Panel permissions Permissions assignation:
Actions
Translations

) Panel properties Select role Visualize b
Translations

o Administrator ¥ | Edit v
= E Administration Content
@[ By Country (Titl) Reverse Edit permissions v
= E Data providers m
= E Data providers (Title)

= E Expense reports (Titlke)

The list of allowed actions are:

« Visualize: make the panel visible.
« Edit: change the panel properties.

» Edit permissions: ability to grant/deny permissions for this panel.

4.4. Role home page

The home page is the page the user will be redirected after initializing its session. In order to get
the appropriate home page for the user the security subsystem carries out the following tasks:

1. Just after login the security subsystem get the roles of the users and evaluates what workspaces
the user is allowed to enter (‘Access' action granted)

2. Once the list of workspace is calculated then the system selects the workspace identified as
default (see workspace properties), if any then get the first in the list.

25



Chapter 4. Managing security

3. The home page settings are read for the target role and workspace. The system evaluates if
the specified home page is visible for the user ('View' action granted). If not then the system
takes the first visible page from the full list of pages in the workspace. The following screenshot
shows the home page configuration screen.

@ Workspace

4 ™
& Home pages

= -Q- Workspaces

S ﬁ TiEnEEER Default roles page
@ [ Pages .. S — -
) Administration b
@ [ Panelinstances I '
- Home hd
= @ Permissions
v
H Panel types
2 tome pages
= / Graphic resources

@ General permissions
@ €if System parameters

To wrap up, it's worth to mention that thanks to the permission system we can build a workspace
structure with several pages, menus and panels and start defining what pages and panels within a
page will be visible for each role. We can also define special kind of users and give them restricted
access to certain tooling features or even restricted access to a page subset. The chances here
are infinite.
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Chapter 5. Customizing look'n'feel

There exist three types of graphic resources.
« Skin: CSS style sheet, images and action icons that serve to change the overall look and feel
of the workspace.

« Layout: JSP page template composed by predefined regions, where each region is intended
to hold a panel.

« Envelope: JSP page template which defines the content that will wrap the whole page.

You can handle all these components from the administration console, under the node 'Graphic
resources' and create/modify them in order to fully customize the look and feel of your dashboards.

&
o/

@

[+

_ B layouts
Warkspaoe s
& siins T
B Layouts | "ld: *Zip file: | Examingr...
O envalopas Add
fhoions| T e
|0 &% Default_Layout Damo - Default layout
© & Default_template_with_shiding_manu Damo - Dafault template with shiding manu
|o 3 5502 Damo - 25x50x25 Tamplate
Lol 3 Damo - 25x75 Tamplate
|o 4 3 Dam 5 2S Tamplate
O & jbpmLayout 18PM Dashboard Layout

Each graphic resource is packaged in a file. Zip file which content varies depending on the type of
component. Nonetheless, the structure of the management screen is the same regardless of the
type of the resource being handled. As we can see on the screen, the upload form is composed
by two fields:

« ID: a unique identifier. If you just want to update existing resource you just have to copy its id.

« Zip file: file coming from the user local file system containing the definition of the component
and its resources.

Each zip comes with a definition file which name varies depending on the
type:envelope.properties, skin.properties or layout.properties. This property file have two distinct
parts:

« Name of the item in different languages, to which is added a line in the following format:

name.<idiom abbreviation(es, en, ca)> = Name of the resource in that language

« List of static resources associated with the component:
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resource.<resource_id>= Path relative to the zip file.

Example 5.1. Example of a skin.properties descriptor

# Narme
nane. en=Def aul t skin
nanme. es=Ski n por defecto

# CSS
resour ce. CSS=styl es/ defaul t.css

# | cons

resour ce. BULLET=i mages/ bul l et. gi f

resour ce. CLOSE=i mages/ cl ose. gi f

resour ce. DOMN=i mages/ down. gi f

resour ce. EDI T_MODE=i nages/ edi t _node. gi f

r esour ce. HEADER BG=i mages/ header _bg. gi f
resour ce. HEADER LEFT=i mages/ header _| eft.gif
resour ce. HEADER Rl GHT=i mages/ header _ri ght. gi f
resour ce. | CO_HELP=i nmages/ ayuda. gi f
resource. LEFT=i mages/ |l eft.gi f

resour ce. MAXI M ZE=i mages/ maxi m ce. gi f
resource. M NI M ZE=i mages/ ni ni m ce. gi f

resour ce. PROPERTI ES=i nages/ properties. gif

r esour ce. REFRESH=i mages/ refresh. gi f

resour ce. RESOURCES MODE=i mages/ r esour ces_node. gi f
resour ce. RESTORE=i mages/ restore. gi f

resour ce. Rl GHT=i mages/ri ght. gi f

r esour ce. SHOMI nages/ show. gi f

resour ce. UP=i mages/ up. gi f

The easiest way to create a brand new skin, envelope or page layout is to download an existing
one, unzip/modify it and finally upload the new zip as a new resource. The management of graphic
resources can be carried out by a graphical designer who shall not require the presence of a
technician to do their job.
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